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Executive Summary 

In the continuing struggle to safeguard IT infrastructures from network-based attack, the 
security of enterprise storage area networks (SAN) has often been taken for granted. 
Hidden behind application servers in the data center, SANs have long been considered 
protected, due to their physical isolation. Now, as organizations come to terms with a broad 
range of new data-specific requirements, from corporate compliance to business continuity, 
SANs and SAN-based data are frequently being extended beyond the boundaries of the 
data center. No longer physically isolated, data on the SAN and physical fabric resources 
are increasingly open to inadvertent and malicious access.  

Exposure to outside attack is not the only security threat to SAN-based data. The trend 
toward greater consolidation of capacity on massively scalable SAN fabrics and storage 
systems is increasing the vulnerability of data to inappropriate access from within the 
organization. Consolidation also increases interdependence, with the risk that actions of one 
group of users can affect the performance, availability, or privacy service levels of others.  

Maintaining service levels and safeguarding the resources of a shared infrastructure against 
unauthorized access requires a new approach to SAN security. Hitachi Data Systems and 
Cisco Systems now offer a fully integrated secure SAN solution to improve the safety and 
resilience of large-scale consolidated SAN infrastructures. With complementary solutions 
that leverage Fibre Channel protocol end-to-end authentication and logical partitioning, 
Hitachi Data Systems and Cisco Systems significantly improve security for SAN-based 
enterprise data assets. 

The Hitachi Virtual Partition Manager software, a component of the Hitachi Universal 
Storage Platform and Network Storage Controller storage systems, uses logical partitioning 
to segregate cache, port, and disk resources on the storage system. The software allows 
multiple users to safely coexist on a single storage system without the risk of activities in 
one region affecting performance, availability, or privacy in others. The Universal Storage 
Platform and Network Storage Controller are also the first storage systems from any vendor 
to support the Fibre Channel Security Protocol (FC-SP) providing true end-to-end 
authentication between the application servers and storage.  

The Virtual SAN (VSAN) functionality built into the Cisco MDS 9000 Family Multilayer 
Directors and Fabric Switches also uses logical partitioning technology to support the 
secure sharing of a common Fibre Channel storage network infrastructure. Using VSANs, 
different communities of users can manage fabric and storage resources in their partition 
without gaining access to resources belonging to users in other SAN partitions.  

Together the Hitachi Data Systems and Cisco Systems solutions provide a unique suite of 
complementary technologies to ensure the security and privacy of critical enterprise data 
assets. Both companies are also independently undergoing evaluation for Common Criteria 
certification—Hitachi Data Systems for the Universal Storage Platform, Network Storage 
Controller, and Virtual Partition Manager software, and Cisco Systems for the Cisco MDS 
9000 Family Multilayer Directors and Fabric Switches and VSAN technology. With Common 
Criteria certification, organizations are assured that this joint solution will conform to the 
highest internationally recognized standards for security. 
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Securing a Shared Storage 
Infrastructure with Technology 
from Hitachi Data Systems and 
Cisco Systems 

By Hitachi Data Systems Technical Marketing 

Large-scale Storage Consolidation and Data Security 

Consolidating the data requirements of multiple user communities on a single storage 

infrastructure offers an IT organization one of the most significant opportunities to reduce costs. 

As application data growth continues at an unprecedented pace, the benefits from economies of 

scale and the ability to centrally manage a pool of shared storage can help to offset the enormous 

impact of growth on the IT budget.  

One prerequisite of shared access to storage is the ability of the infrastructure to maintain a 

diverse range of service levels for different communities of users. The capacity, performance, 

availability, and data protection and privacy needs of applications and groups of users vary 

considerably. Accommodating this variety, without allowing the activities of one set of users to 

impact the service levels of others, is fundamental to any successfully shared resource.  

Security is also an implicit requirement of a shared storage infrastructure. The need for data 

privacy often goes unstated, but it is becoming increasingly important. Users sharing a common 

storage resource will generally only have authority over data for which they are responsible. 

Different departments within the same organization, different business units within an enterprise, 

and different clients of a common service provider will each require assurances that data on 

shared storage cannot be accessed by other users. Even within the same organization and 

department, compliance rules often determine who is authorized to access data.  

Data security and privacy are now the subject of considerable attention from government 

legislators and regulators. Many industries have mandatory requirements that affect who can 

view and modify application data. These rules frequently dictate the extent to which an 

organization must go to protect enterprise data from unauthorized access. With tough penalties 

for non-compliance, data security is now a top business issue attracting the attention of 

executives at the highest levels of the organization.  

The Common Criteria 

The level of security to deploy in any given situation is highly dependent on the business 

processes being protected and the technical environment. With government regulations placing 

the onus on the organization to perform risk management due diligence, companies are asking 

vendors for assurances of the security protection built into components of the IT infrastructure. 

The need for objective assessment of a product’s ability to meet a defined set of security 

requirements has given rise to the Common Criteria, an international standard for evaluating 
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product security. A benchmark for vendor products, Common Criteria certification is becoming the 

standard referenced by most organizations when evaluating whether all reasonable and 

necessary measures have been taken to secure sensitive data.  

In the early 1990s, countries around the world independently recognized the need for a 

standardized method of evaluating vendor security claims. Several different standards were 

developed, including Europe's Information Technology Security Evaluation Criteria (ITSEC), the 

United States' Trusted Computer System Evaluation Criteria (TCSEC), and the Canadian Trusted 

Computer Product Evaluation Criteria (CTCPEC).  However, with increasingly globalized trade 

and markets, the need for a common standard was apparent.  

The Common Criteria was developed by the United States, Canada, France, Germany, the 

Netherlands, and the United Kingdom to unify existing security evaluation standards. An 

international standard—ISO/IEC 15408:2005—the Common Criteria gives vendors a single set of 

standards against which to evaluate products.  

Rather than provide detailed security methods and implementations, the Common Criteria offers 

a process for organizations to specify their individual security needs. Vendors can then make 

claims about the security capabilities of their products, mapping capabilities offered to the defined 

requirements. An independent review organization can then verify the vendor’s claims and 

provide a level of assurance that the stated requirements have been met.  

As use of the Common Criteria in technology acquisition decisions has grown, several protection 

profiles (PP) have been developed. PPs are created by IT users and provide a common set of 

security requirements that apply to many organizations. Like the products evaluated for the 

Common Criteria, PPs are also subject to formal evaluation and certification. The existence of the 

PPs gives vendors a target to aim for when asserting claims about a product.  

The Common Criteria standard provides for seven different evaluation assurance levels (EAL)—

from functionally tested (EAL1) through formally verified design and tested (EAL7). The higher the 

EAL level achieved by a vendor’s product, the more confidence an organization has that the 

security requirements specified in the PP have been met. During the acquisition process, an 

organization will often state that, in order to satisfy security requirements, a vendor’s solutions 

must certify against a particular PP and reach a designated EAL. For example, the United States 

government gives preferential consideration to products that have achieved a minimum of EAL2 

certification.  

Each country supporting the Common Criteria must sign the Common Criteria Recognition 

Agreement (CCRA), commonly referred to as the Mutual Recognition Agreement (MRA). The 

MRA is an accord stating that each country recognizes products certified up to EAL4 by one of 

the other signatory countries. So far, 22 countries have signed the MRA, and membership 

continues to grow.  

SAN Security 

Historically, the Fibre Channel protocol, connecting hosts, switches, and storage subsystems in 

the SAN, has not included specific provisions for securing networked devices. In order to 

overcome the lack of formal security, administrators use the zoning capabilities of the fabric 

infrastructure to restrict connectivity between hosts, switches, and storage.  
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Zoning 

Zoning supports the grouping of hosts, switches, and storage on the SAN, limiting access 

between members of one zone and resources in another. The map of host to device connectivity 

is overlaid on the storage networking fabric, reducing the risk of unauthorized access.  

Zoning also restricts the damage from unintentional errors that can corrupt storage allocations or 

destabilize the network. For example, if a Microsoft Windows server is mistakenly connected to a 

fabric dedicated to UNIX applications, the Windows server will write header information to each 

visible LUN, corrupting the storage for the UNIX servers. Similarly, Fibre Channel register state 

change notifications (RSCN) that keep SAN entities apprised of configuration changes, can 

sometimes destabilize the fabric. Under certain circumstances, an RSCN storm will overwhelm a 

switch’s ability to process configuration changes, affecting SAN performance and availability for 

all users. Zoning can limit RSCN messages to the zone affected by the change, improving overall 

SAN availability.  

By segregating the SAN, zoning protects applications against data corruption, accidental access, 

and instability. However, zoning has several drawbacks that constrain large-scale consolidated 

infrastructures. 

Limitations to Zoning 

Zoning uses a combination of switch port names and device worldwide names (WWN) to 

segregate the storage networking fabric. This technique is effective for blocking host access to 

unauthorized devices. However, once a server has been granted access to a storage system, 

zoning does not prevent unauthorized access to other servers’ storage allocations.  

As a common distributed service, changes to zoning affect all areas of the SAN. Zone sets, 

defining the membership of each zone, are maintained in a distributed database in each switch, 

and are closely synchronized across the network. An updated zone set on any switch in the 

fabric, whether planned, accidental, or malicious, will render all data unavailable for the entire 

SAN until the changes propagate through the fabric. Zones also share access to other common 

Fibre Channel services. An interruption to any service, such as access to the names server, will 

have a negative affect on all SAN users.  

Although zoning segregates hosts and storage, management of zoning cannot be similarly 

segregated. For example, on a SAN with separate development and production zones, all 

configurations must be carefully coordinated so that changes for developers, typically with lesser 

availability constraints, do not destabilize critical production environments. For large consolidated 

storage networks hosting many different enterprise applications, lack of management segregation 

can mean administrators have influence over resources outside of their area of responsibility.  

Zone-based security is also vulnerable to malicious attack. Packets on the network can be 

intercepted and analyzed to reveal the WWNs of various SAN resources. An attacker can then 

impersonate a legitimate SAN resident by inserting a false WWN into outbound Fibre Channel 

packets, allowing unauthorized access to data. As storage networks move beyond the data 

center, the ability to circumvent zone-based security is a major concern for storage managers.  
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Access Beyond the Data Center 

Until recently, storage networks rarely extended their reach beyond the perimeter of the data 

center. This presented a convenient physical barrier protecting critical enterprise data assets from 

the outside world. Unlike LAN and WAN Ethernet networks that crisscross organizations around 

the globe with the potential to carry malicious packets deep into the heart of the enterprise, data 

on the SAN has been isolated, safeguarded by storage administrators, and accessible only to 

trusted application servers inside the data center.  

The rapid adoption of fast and efficient long-distance storage networking technology, such as 

Fibre Channel over IP (FCIP), is taking SAN-based data beyond the confines of the data center. 

Demand for long-distance data replication to satisfy business continuity and regulatory 

compliance requirements and the need to access central storage resources used by 

geographically dispersed applications, is extending the SAN over network infrastructures 

provisioned and managed by third party organizations. These extended SAN connections expose 

data to attack.  

Fibre Channel Security Protocol (FC-SP) 

The many standards that make up the Fibre Channel protocol are developed by the International 

Committee for Information Technology Standards (INCITS)
 1

, an American National Standard 

Institute (ANSI) accredited standards committee. In 2002, INCITS
2
 began working on security 

protocols for Fibre Channel to address weaknesses in authenticating communication between 

devices on the SAN.  ANSI/INCITS 426-2007 Fibre Channel Security Protocol (FC-SP) is the first 

fruit of this activity. 

FC-SP is a new specification for Fibre Channel security, featuring device-to-device 

authentication, management of authentication keys—known as shared secrets—data origin 

authentication, and anti-replay protection. These provisions safeguard SAN traffic against 

unauthorized access and help to prevent accidental configuration changes from interrupting 

application availability. 

To claim FC-SP compliance, a storage networking device, host bus adapter (HBA), or storage 

system must support switch-to-switch, device-to-switch, and device-to-device authentication 

using the Diffie-Hellman Challenge Handshake Authentication Protocol (DH-CHAP) with a NULL 

DH group. Before allowing communication, FC-SP requires devices to authenticate each other 

using a unique 128-bit random number, known as a shared secret. To perform authentication, 

each fabric component must either know the shared secret associated with other entities with 

which it is communicating or rely on a third-party that knows the secret, such as a Remote 

Authentication Dial In User Service (RADIUS) server. This process eliminates the possibility of 

unauthenticated communication, and is effective in safeguarding the SAN against a network 

attack based on observation of Fibre Channel traffic.  

FC-SP is flexible, allowing devices that support the protocol to operate in a fabric that includes 

non-FC-SP compliant resources. Devices that support FC-SP generally turn the protocol off by 

                                                
1
 Responsibility for international standardization of Fibre Channel interfaces is formally held by the 

International Standards Organization (ISO) and International Electrotechnical Commission (IEC). 

However, many of the INCITS documents are submitted as contributions. 
2
 The INCITS Technical Committee T11 is responsible for Fibre Channel interfaces. 
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default, allowing administrators to consciously map a security structure onto chosen components 

of the fabric.  

Partitioning  

Although FC-SP provides essential authentication between devices in the communication path, it 

does not offer data security. Once a component of an FC-SP network is trusted, it has the 

potential to access any available storage allocation, whether authorized or not.  

Recognizing the need for a more complete end-to-end approach to securing shared storage, 

Hitachi Data Systems and Cisco Systems have joined forces to offer a combined solution that 

leverages both FC-SP and logical partitioning.  

Logical partitioning technology, embedded in the storage systems, directors, and switches of the 

SAN, allows administrators to segregate the physical infrastructure, preventing unauthorized 

transfers of data between communities of users sharing a common fabric. The combination of 

logical partitioning and FC-SP supports the segregation of storage and fabric resources with 

delegated management for each partition and end-to-end component authentication. 

The Secure SAN Infrastructure  

Consolidation is a key feature of solutions from Hitachi Data Systems and Cisco Systems. The 

enormous capacity and flexibility of the Hitachi Universal Storage Platform and the Cisco MDS 

9000 Family Multilayer Directors and Fabric Switches enable multiple communities of users to 

securely share a single physical storage networking fabric with assured separation of data and 

separately maintainable application service levels.  

Both Hitachi Data Systems and Cisco Systems use logical partitioning to segregate resources. 

Logical partitioning allows multiple communities of users to share a common infrastructure 

without risk of infringement of sensitive data or of compromised application availability. Hitachi 

Virtual Partition Manager software, supported by the Universal Storage Platform and Network 

Storage Controller, partitions storage capacity, cache, and port resources among multiple host 

applications. The Cisco MDS 9000 Family logically partitions the physical SAN fabric using virtual 

SAN (VSAN) technology. Each VSAN is a fully independent virtual SAN island, with its own 

zoning, quality of service characteristics, and security.  

The combined solution from Hitachi Data Systems and Cisco Systems offers an industry first in 

secure SAN initiatives. Hitachi storage systems are the first, from any vendor, to offer support for 

FC-SP, and the Universal Storage Platform and Network Storage Controller, with Virtual Partition 

Manager software, are now being evaluated for Common Criteria EAL2 certification. The Cisco 

MDS 9000 Family is also under formal Common Criteria evaluation, and is on track to be the first 

storage networking solution achieving Common Criteria certification. With support for shared 

secrets between storage systems and switches and directors in the fabric, Hitachi Data Systems 

and Cisco Systems offer the first fully integrated secure SAN solution. 

Hitachi Virtual Partition Manager Software 

Virtual Partition Manager software on the Universal Storage Platform and Network Storage 

Controller logically partitions cache, ports, and disk capacity, including the capacity of any 
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externally attached storage systems, creating multiple virtual private storage machines. Each 

virtual private storage machine is a completely isolated group of storage resources. A partition 

administrator, with a subset of the primary storage administrator’s authority, can be assigned to 

each partition allowing fully independent management of each virtual private storage machine. 

Logical partitioning of storage system resources provides total isolation to guarantee data privacy 

between virtual private storage machines.  

Virtual Partition Manager software allows a diverse range of applications to be consolidated on a 

single storage system, even though each application has different budget, availability, capacity, 

privacy, and performance service levels. The technology has a wide range of uses, including:  

• Separating applications with conflicting I/O or capacity demands 

• Restricting access to high-value resources in a tiered storage architecture 

• Providing privacy and security for multiple customers of a common service provider 

• Complying with regulatory requirements for data privacy and access 

• Allowing multiple divisions of an organization to share a common IT infrastructure, and  

• Enforcing the separation of resources during data center consolidation. 

Each virtual private storage machine combines storage logical partitions (SLPR) and cache 

logical partitions (CLPR). Up to 31 SLPRs are supported per storage system, and each SLPR can 

host up to 31 CLPRs. Ports allocated to the virtual private storage machine can only be used to 

access disk capacity in the SLPR. CLPRs allow applications sharing a single SLPR to have 

dedicated cache memory resources. This enables, for example, a division of an organization 

running its own data warehousing and online transaction processing (OLTP) applications to host 

data on a single virtual private storage machine and still prevent I/O intensive OLTP traffic from 

interfering with throughput-oriented warehousing queries. Changes to logical partitions are 

dynamic, giving administrators the flexibility to adjust capacity and cache allocations according to 

the changing needs of applications. 

Figure 1. Hitachi Virtual Partition Manager software SLPR and CLPR. 

Each virtual private storage machine is a combination of storage logical partitions (SLPR) and cache logical 

partitions (CLPR).  Ports allocated to the virtual private storage machine can only access disks within the 

SLPR. 
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Virtual Partition Manager software effectively secures resources on the storage system, 

preventing allocations in one partition from being accessed by applications in another. The Cisco 

Systems VSAN technology applies similar principles to the storage network to add a further layer 

of security. 

Cisco Systems Virtual Storage Area Networks (VSAN) 

The Cisco MDS 9000 Family of multilayer SAN switches and directors are designed for the most 

demanding storage area network environments. Combining a robust and flexible hardware 

architecture with network and storage management intelligence, Cisco MDS 9000 Family devices 

support highly available, highly scalable, and secure storage networks. Like the Hitachi Data 

Systems Virtual Partition Manager software, Cisco MDS 9000 VSAN technology, an ANSI 

standard, enables physical infrastructure resources to be logically partitioned to support different 

communities of users with diverse service levels.  

Cisco VSAN functionality supports the secure sharing of a common physical fabric, and 

dramatically improves the scalability and availability of the SAN infrastructure. Like zoning, each 

VSAN groups hosts, storage, and networking resources. However, unlike zoning, each VSAN is a 

self-contained virtual fabric, eliminating the possibility of communication between applications on 

one virtual SAN and another. Fibre Channel fabric services, such as zoning, are implemented on 

top of the VSAN infrastructure. This gives each VSAN complete configuration flexibility, including 

the ability to establish a unique zone configuration for each VSAN. A VSAN can span multiple 

Cisco MDS 9000 Family Multilayer Directors and Fabric Switches. 
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A physical SAN fabric based on the Cisco MDS 9000 family can support up to 4000 VSANs, each 

VSAN containing up to 239 switches—the maximum number of domain names supported by a 

physical Fibre Channel fabric. Management of each VSAN partition is also localized. This 

prevents an administrator of one VSAN from mistakenly disrupting availability of another VSAN.  

Each VSAN maintains independent core Fibre Channel services, like the name server, zone 

server, domain controller and routing, alias server, and login server. An outage to services on one 

VSAN will not impact physical SAN availability for other users. Modifications to a VSAN are also 

localized. Physical ports can be dynamically reallocated between VSANs. This allows efficient 

sizing of each VSAN without the need to overprovision port allocations to accommodate future 

growth. Switches can also be added to a VSAN without interrupting availability for other VSANs 

on the physical fabric. 

The Cisco MDS 9000 Family supports Quality of Service (QoS) both per VSAN and per zone. 

This allows administrators to finely prioritize traffic that shares the same physical infrastructure.  

Just as with the virtual private storage machines created by Hitachi Virtual Partition Manager 

software, resources allocated to a VSAN are totally isolated from other users. In effect, each 

VSAN is an island, giving SAN designers the security advantages of physical partitioning, but with 

the cost and management benefits of a consolidated infrastructure. Using VSANs, SAN designers 

are able to add resilience to the storage networking fabric by preventing administrative errors 

from disrupting the SAN for all users. 

The Joint Hitachi Data Systems-Cisco Systems Secure SAN 

Infrastructure 

The secure SAN solutions from Hitachi Data Systems and Cisco Systems are perfect 

complements for large-scale consolidated storage networking infrastructures. Solutions from both 

companies support FC-SP, in addition to logical partitioning, to provide end-to-end authentication 

for SAN components, full isolation of segregated data and SAN resources, and total security 

against storage networking vulnerabilities.  
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Figure 2. Combined Virtual Partition Manager software, VSAN secure SAN solution. 

The Secure SAN Infrastructure from Hitachi Data Systems and Cisco Systems provides isolation of 

resources through the Cisco MDS 9000 Family of switches to the virtual private storage machines created 

by Hitachi Virtual Partition Manager in the Universal Storage Platform or Network Storage Controller.  Each 

virtual private storage machine, or Storage Logical Partition Resource (SLPR), encompasses all the 

assigned ports, cache, internal and external storage resources.  



 

  14

 

Addressing the Customer’s Pain  

For customers aggregating storage resources of a number of different users on a single storage 

system and fabric, the joint secure SAN solution from Hitachi Data Systems and Cisco Systems 

addresses multiple pain points.  

Solution Problem: Advanced Security Requirements in an 
Extended SAN Environment 

Hitachi 
Virtual 

Partition 
Manager 

Cisco 
VSAN 

Hitachi 
and 

Cisco 
SAN 
Security  

Business Drivers 

Protect performance of one application or host 
from the affects of another application or host, 
based on business driven priorities 

   
Service Level Agreements 
(SLA) 

Protect data between communities of users 
using FC-SP 

   

Gramm-Leach-Billey Act 
(GLBA) 
Sarbanes-Oxley (SOX) 

HIPAA 

Protect management access to resources and 
devices;  

Protect scope of management based on user 
roles 

   IT Security Best Practices 

Logically separate client storage for security and 

accounting 
   

IT Security Best Practices, 

Creation of Risk Domains
3
  

Logically segment storage for multiple user 
communities (customers, divisions, departments, 
applications, IT organizations) 

   
IT Consolidation,  
Reduced TCO 

Provide isolation for devices that are physically 

connected to the same fabric 
   SAN & Security Best Practices  

Prevent fabric-related configurations in one 
logical SAN from affecting the associated traffic 
in another logical SAN in one director or switch 

   SLA 

Isolate traffic within a logical SAN, and prevent 
propagation to other logical SANs in one director 
or switch 

   SLA 

Provide authentication between Fibre Channel 
devices (i.e. storage and switch) according to the 

FC-SP, with cryptographically secure key 
exchange and cryptographically secure 
communications 

   

Federal Financial Institutions 
Examination Council (FFIEC) 

HIPAA 
Creation of Risk Domains 

Commercial off the shelf (COTS) Information 

Assurance (IA) and IA-enabled IT products have 

been evaluated and validated, as appropriate. 

  
4
 

National Security 
Telecommunications and 

Information Systems Security  
Policy (NSTISSP) No. 11 

 

                                                
3
 Recommendation 3 from the SNIA “Introduction to Storage Security” whitepaper, available at 

http://www.snia.org/ssif/documents. 
4
 The Cisco MDS 9000 Family Multilayer Directors and Fabric Switches, and the Hitachi Universal 

Storage Platform, Network Storage Controller, and Virtual Partition Manager software, are currently 

being evaluated for Common Criteria certification.   
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Integrating Virtual Partition Manager Software and 
VSAN for a Secure SAN  

A secure SAN built on solutions from Hitachi Data Systems and Cisco Systems offers capabilities 

unavailable with any other combination of vendor products. Hitachi Data Systems offers support 

for more logical partitions on a storage system than any other vendor, is the first storage vendor 

to support FC-SP, and the Universal Storage Platform, Network Storage Controller, and Virtual 

Partition Manager software are under evaluation for Common Criteria certification. Cisco Systems 

offers comprehensive VSAN capabilities, and will be the first storage networking vendor to 

achieve Common Criteria certification. 

Creating a secure SAN using the Universal Storage Platform, or Network Storage Controller, and 

Cisco MDS 9000 Family of switches and directors, requires the following steps:  

• Create a logical partition on the Hitachi storage system 

• Associate the logical partition with one or more storage system FC ports  

• Create a VSAN in the switch or director 

• Associate physical fabric ports to the VSAN 

• Connect the physical FC ports of the switch or director associated with the VSAN to the 

physical FC ports on the storage system associated with the logical partition. 

Hosts connected to FC fabric ports contained in the VSAN configuration will have access to the 

LUNs defined to the logical partition on the Hitachi storage system. 

Product Requirements 

Implementing the joint Hitachi Data Systems-Cisco Systems secure SAN infrastructure requires 

the following products: 

• Hitachi Universal Storage Platform or Network Storage Controller  

• Hitachi Virtual Partition Manager software license 

• Licensed Hitachi Resource Manager™ utility package for LUN Security support of FC-SP 

• Cisco MDS 9000 switch or director (not a standalone MDS 9020) 

• Cisco Fabric Services 

• Cisco Enterprise Package License for FC-SP 

Guidelines for Virtual Partition Manager Software 

By default, all cache, port, and disk resources in every Universal Storage Platform and Network 

Storage Controller are defined to a single SLPR—SLPR0. SLPR0 contains CLPR0, a single 

CLPR with all cache memory resources. An administrator defines additional SLPRs and CLPRs 

through Storage Navigator program, the resource management interface to the storage system. 
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Before creating additional SLPRs and CLPRs, an administrator must have a thorough 

understanding of the existing storage system configuration. Table 1 shows a sample configuration 

worksheet showing port and LUN assignments and LUN locations. The configuration is identified 

using Storage Navigator, in the Hitachi Resource Manager utility package, or Hitachi 

HiCommand® Device Manager software. 

Table 1: Sample Virtual Partition Manager Configuration Worksheet 

SLPR 
ASSIGHMENT 

DEFAULT=0 

PORTS LCU SSID CLPR 
ASSIGNMENT 

DEFAULT=0 

Address (MF) PARITY 
GROUPS 

    00 5500   9000-90FF 1 (1-4)   2(1-4)  

    01 5501   9100-91FF 3 (1-8) 

    02 5502   9200-92FF 3 (9-11)  4 (1-5) 

    03 5503    9300-93FF 4 (6-11)  5 (1-2)  

    04 5504   9400-94FF 5 (3-10) 

    05 5505   9500-95FF 5 (11-13) 6 (1-5) 

    06 5506   9600-96FF 6 (6-13) 

    07 5507    9700-97FF 11 (1-8) 

 

With existing system configuration information recorded in a spreadsheet, the administrator can 

plan the reassigning of resources and redistribution of system capacity to minimize the affect of 

implementation changes on applications and users. 

Implementing Changes to a Virtual Partition Manager Configuration 

Virtual Partition Manager software logical partitioning does not add overhead to I/O processing 

once partitions have been allocated. However, there will be overhead to an active system while 

partitions are created or changed.  

It is recommended that changes to the Virtual Partition Manager software configuration be made 

during a storage system maintenance window. If this is not possible, Hitachi Performance Monitor 

software can be used to identify periods of low activity on the storage system—Write Pending 

Rate lower than 30 percent—when changes will have the least disruption to applications. Making 

changes with a Write Pending Rate above 30 percent is not recommended, and if the rate is over 

50 percent, Virtual Partition Manager will fail with an error message.  

Changes made outside of the maintenance window can take several hours to complete, because 

the storage system attempts to minimize the disruption to host I/O processing. For example, 

changing cache assignment or parity groups (PG) can take between two and ten minutes per 

2GB of memory. Once changes to the Virtual Partition Manager configuration have been initiated 

they cannot be modified or aborted.  

Virtual Partition Manager Software Rules and Best Practices  

The following rules and best practices apply to Virtual Partition Manager software: 

• In mixed mainframe and open systems environments, use SLPRs and CLPRs to isolate 

allocations 

SLPRs 

• Each storage system supports up to 31 SLPRs  

• SLPRs have no minimum or maximum size  
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• Remote Control Unit Target ports, External ports, and initiator ports are contained in SLPR0 

and cannot be migrated 

• Mainframe parity groups cannot be migrated out of SLPR0, but can be moved to another CLPR 

within SLPR0. 

CLPRs 

• After defining other CLPRs, leave a minimum of 8GB in CLPR0   

• Deleting a CLPR returns cache to CLPR0 

• Creating CLPRs is a two step operation: 

– Create the new CLPR with the desired amount of cache 

o This process creates an entry with a default of 4GB, to modify this amount 

before applying the change, select the CLPR and alter the size to a value from 

6GB to 252GB 

o CLPRs are allocated in 2GB increments 

– Once the CLPR is created, move parity groups 

• Deleting a CLPR is a one step operation 

Functions Not Recommended in CLPRs 

The following functions are not recommended in CLPRs: 

• LUSE volume that extends across multiple CLPRs 

• Hitachi ShadowImage™ In-System Replication software’s Quick Restore affecting multiple 

CLPRs 

• Hitachi Volume Migration software manual migration affecting multiple CLPRs 

• Hitachi TrueCopy® Remote Replication Software asynchronous copy of volumes extending 

beyond CLPR boundaries 

• A parity group that contains LDEVs assigned to Cache Residency cache cannot be migrated to 

another CLPR. 

Administrator Privileges under Virtual Partition Manager Software  

Storage Navigator, the administrative interface for each Hitachi storage system, provides access 

to two types of user account: the storage administrator, and the storage partition administrator. 

User functionality varies depending which type of account is created and what roles are assigned. 

Roles available include: account administrator, with the ability to create, modify, and delete user 

accounts; audit log administrator, with the ability to download the audit log and access the syslog 

panel; and storage administrator, with the ability to perform storage device listings and set 

environment options. Each role is further qualified with a disable, view, modify, or enable setting, 

indicating the scope of access within that role. For example, all storage partition administrator 

accounts have the audit log administrator role set to disable.  

A storage administrator with write permission has full access to create SLPR and CLPR partitions 

on the storage system, and to perform cross-partition functions, such as migration, replication, 

and backup. A storage partition administrator is assigned to an SLPR and can only perform 

functions within that partition. Figure 3 illustrates the difference in privileges and views that 
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storage administrators and storage partition administrators have through Virtual Partition 

Manager software.   

Figure 3. In Hitachi Virtual Partition Manager storage partition, administrators have access only to 

those resources and functions within their assigned SLPR.  
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Figure 4. Hitachi Storage Navigator program. 

Storage Navigator program provides the administrative interface to Hitachi storage systems for resource 

management of system components, shown here defining SLPR0 under the Partition Definition tab.   

Note: Cache cannot be changed manually in CLPR0. 

Guidelines for VSAN 

The Cisco MDS 9000 Family Multilayer Directors and Fabric Switches have VSAN functionality 

enabled by default. A single VSAN is defined—VSAN 1—containing all devices in the fabric and 

all ports on the switch.  

Each switch and director also have an isolated VSAN defined—VSAN 4094. All ports revert to 

VSAN 4094 when the VSAN they belong to is deleted.  

Individual VSANs are created and modified through the Cisco Fabric Manager user interface or 
through the command line interface (CLI) on the switch or director. The first step in the process is 
to create a new VSAN. Ports are then added to the new entity. The Cisco Fabric Manager or CLI 
can also be used when modifying the VSAN name, load balancing, administrative state, 
interoperability mode, order delivery, static domain IDs, and persistent Fibre Channel IDs 
(FCID)s. 
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Figure 5. Modifying VSAN attributes using the Cisco MDS 9000 Fabric Manager user interface. 

The Cisco MDS 9000 Fabric Manager provides the administrative interface to VSAN management. 

For most port types (F_Port, FL_Port, L_Port, E_Port, B_Port), VSAN membership is assigned on 

a port-by-port basis, with any given port belonging only to a single VSAN. Trunking ports 

(TE_Port) between switches can transport traffic belonging to multiple VSANs; in this case, 

hardware frame tagging assures full segregation.  

Further security is added to each VSAN using zoning configurations tuned to the needs of each 

application.  Security options expanded through VSAN are shown in Table 2. 

Table 2. Comparing VSANs and Zoning: The security features afforded through VSAN. 

Cisco MDS 9000 Family 

  VSANs Zoning 

Maximum Per 
Switch/Fabric  

4000 per physical fabric 8000 zones per fabric 

Membership Criteria  Typically on Physical Port Typically on WWN 

Isolation 
Enforcement Method  

Hardware Hardware 

Fibre Channel 
Service Model  

Independent fabric services per VSAN, 
including independent zoning configuration 

Common fabric 
services for all zones 

Traffic Isolation 
Method  

Hardware-based tagging Implicit using 
hardware ACLs 
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Traffic Accounting  Yes, per VSAN No 

Separate 
Manageability  

Yes, per VSAN No 

Traffic Engineering  Yes Yes 

 

Spare or unused Fibre Channel ports can be placed in their own VSAN with a default zoning 

policy set to deny. These ports may be used to validate physical layer connectivity for new 

devices connected to the fabric, without risking fabric disruptions or unauthorized data access. 

They also allow the administrator to gather HBA and storage system details needed for Fabric 

Binding, Port Security, and FC-SP configuration without adding the device to a production fabric. 

Once a new device has been properly defined, it can be moved to another port belonging to a 

production VSAN, or the same port can be assigned to the production VSAN using to command 

line or the preferred management applications, leaving the existing connection in place. 

Roles-based Access and Delegating VSAN Administration Authority 

The Cisco MDS 9000 Family supports roles-based management access to switches and 

directors. Each user is assigned one or more roles which can restrict the scope of the user’s 

interaction with the switch. Using roles-based authentication, a VSAN administrator can be 

restricted to only the functionality within the scope of the VSAN for which they have responsibility. 

The Cisco MDS 9000 Family creates two basic roles on a switch by default: the network 

administrator, with permission to execute all commands and change switch and director 

configuration settings; and the network operator, with permission to view configuration settings 

only. Switches support the creation of up to 64 new, customizable roles, allowing the 

administrator significant flexibility in determining what functions other users are able to perform. 

Functionality is assigned to a role using rules. Each rule permits or denies access to an operation 

or command. A user assigned a role can only perform functions explicitly allowed by rules.  

Rules and roles can limit a VSAN administrator’s access to functionality within a single VSAN, for 

example, permitting zone changes and domain-controller changes. This gives local administrators 

access to the functionality needed to maintain the virtual fabric of their VSAN without allowing 

access to configurations affecting VSANs outside of their control. 
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Figure 6. Example VSAN policy configuration. 

 

Guidelines for FC-SP and Shared Secrets 

Hitachi Data Systems LUN Masking and FC-SP Support 

The Universal Storage Platform and Network Storage Controller running microcode version 50-

07-5x and higher include support for FC-SP as an extension of existing Fibre Channel LUN 

Security functionality. LUN security, also known as LUN masking, is configured from the storage 

system’s LUN Manager, a component of the Hitachi Resource Manager utility package, and gives 

an administrator the ability to restrict access to each LUN based on a host’s WWN. Ordinarily, 

LUNs are mapped to one or more FC ports, and any host with access to the port can use the 

LUN. However, when LUN masking is enabled on a port, a host can only gain access to a LUN if 

it has been explicitly granted. Host WWNs can be grouped into host storage domains, effectively 

creating virtual ports within the storage system.  

FC-SP is also configured using the storage system’s LUN Manager, and can be set up for one-

way or mutual authentication of hosts, host groups, and switches. Authentication capabilities 

include:  

• Enable or disable authentication on a physical port-by-port basis for switches 

• Enable or disable authentication on a virtual port-by-virtual port basis for hosts 

• Perform mutual authentication for switches and hosts that support FC-SP 

• Reject connectivity to the storage system for any entity that fails to properly authenticate 

For switches and HBAs, the Hitachi storage systems support bi-directional and unidirectional 

authentication, allowing the storage system or the other fabric resource to initiate and control the 

authentication process. Depending on the configuration, each switch, HBA, and storage system 

must have access to the credentials for each other to permit authentication.  

Hitachi is the first storage system vendor to offer support for FC-SP authentication. Using this 

standards compliant functionality with other FC-SP compliant fabric components allows an 

Permits rules within the role “sangroup” to be 

allowed from VSANs 10 through 30 
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organization to protect data against unauthorized access and establish authenticated, in-band 

storage management. 

Cisco Switch FC-SP Support 

The Cisco MDS 9000 Family supports FC-SP using DH-CHAP for switch-to-switch and device-to-

switch authentication. A switch configured to support FC-SP will only allow trusted devices to be 

added to the fabric, preventing unauthorized access.  

By default, FC-SP is disabled in all Cisco MDS 9000 Family switches. Enabling the functionality 

allows each port to be configured with a different authentication state. These states are:  

On Authentication is performed and if the connected device 

does not support FC-SP the link is moved to an isolated 

state 

Auto-Active Authentication is performed and access is allowed with or 

without corresponding FC-SP support in the connected 

device 

Auto-Passive The switch does not initiate authentication but will support 

FC-SP if a connected device tries to authenticate  

Off The switch does not support authentication and 

authentication attempts are sent an error message 

If a port’s state is changed to anything other than off, the switch will automatically attempt to 

reauthorize. 

FC-SP passwords in Cisco MDS 9000 family switches must contain numbers and case sensitive 

letters only, and be between eight and 64 characters in length.  

There are three methods of storing shared secrets locally in the switch. The simplest, but most 

vulnerable, approach is to use the same shared secret for all switches in the fabric. Alternatively, 

each switch can be given a unique password, with the list of all shared secrets stored in every 

switch. This is slightly less vulnerable, but an attacker compromising one switch will gain access 

to shared secrets for all devices on the fabric. The most comprehensive approach, albeit the most 

arduous to maintain, is to use different shared secrets for different switches in the fabric and 

regenerate all shared secrets whenever a new switch is added to the fabric. 

Cisco MDS 9000 Family switches can perform authentication using an external authentication 

server which ties into Cisco’s Authentication, Authorization, and Accounting (AAA) security 

framework.  For fabrics with more than five switches a RADIUS or Terminal Access Controller 

Access-Control System Plus (TACACS+) server is recommended.  

Shared Secret Guidelines 

The following guidelines must be followed when configuring shared secrets to authenticate 

Universal Storage Platform and Network Storage Controller storage systems with Cisco MDS 

9000 Family switches. 
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 Hitachi Data Systems Cisco Hitachi Data 

Systems/Cisco 
Integrated Solution 

Character 
Set 

A combination of upper-case, 
lower-case, numeric, space, 
and symbol characters [ . | - | + | 
@ | _ | = | : | / | [ | ] | , | ~ ]  

A combination of 
upper-case, lower-
case, and numeric 
characters 

A combination of upper-
case, lower-case, and 
numeric characters 

Length 16 to 32 characters 8 to 64 characters 16 characters 

 

Secure SAN Use Cases  

With Virtual Partition Manager software segregating resources of the storage system and VSANs 

offering isolation for the SAN fabric, the virtual partitioning solutions from Hitachi Data Systems 

and Cisco Systems are perfect complements for large-scale consolidated infrastructures. Hitachi 

Data Systems and Cisco Systems have furthered this integration with their support for FC-SP and 

Common Criteria certification. The storage systems and switches support authentication using 

shared secrets. The unique combination of Virtual Partition Manager software, VSAN, and FC-SP 

technologies delivers end-to-end authentication for fabric components, offers full separation of 

data and SAN resources, and addresses the most demanding privacy and storage networking 

vulnerabilities.  

As enterprise storage capacity growth shows no signs of slowing, consolidation remains an 

increasingly attractive option for IT managers. The Universal Storage Platform and Network 

Storage controller from Hitachi Data Systems provide the capacity and growth capabilities to 

handle any large-scale storage consolidation project. Similarly, the Cisco MDS 9000 Family 

supports the consolidation of multiple fabrics on a single infrastructure. But managing the storage 

and fabric for multiple applications and user groups on a single physical infrastructure raises 

obvious concerns. Can data be secured from unauthorized access? Will applications from one 

group of users affect the performance and availability of others on the same storage system? 

And, is it possible to isolate management and administration of the storage and the storage 

network by user group?  

The combined secure SAN solution from Hitachi Data Systems and Cisco Systems addresses 

these concerns, allowing diverse application capacity, throughput, priority, tiering, and access 

requirements to be maintained using a single physical storage infrastructure.  

Corporate Governance 

Sarbanes-Oxley, Gramm-Leach-Bliley, HIPPA, and SEC Rule 17a-3 are just a few well-known 

examples of the thousands of international, federal, state, and local laws and regulations that all 

organizations must comply with today. As more business processes are automated, the effects of 

compliance on IT systems escalate dramatically.  

Although compliance has far reaching affects on every activity of an organization, for IT systems, 

the rules often relate to maintaining data integrity, authenticating data access, and protecting data 

from loss. Virtual Partition Manager software, VSAN, and FC-SP go a long way to satisfying these 

requirements in a consolidated storage environment.   
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Virtual Partition Manager software and VSAN effectively isolate application data and the SAN 

resources used to access that data. This prevents unauthorized applications and users from 

gaining access to sensitive business records. Isolation also limits the effect of negligent or 

malicious activity that can interfere with the integrity or availability of data, by restricting 

management and user access to only authorized host servers. Incorporating FC-SP support 

eliminates possible interference with the infrastructure, preventing unauthorized hardware from 

being used to gain access to sensitive data. 

Merger and Acquisition 

When organizations merge or are acquired, direct cost savings from consolidating business 

processes and infrastructure are frequently a primary goal. However, fully integrating the merged 

organizations can take years.  

While organizations go through the process of merging different infrastructures, architectures, 

and cultures, it is frequently necessary to maintain duplicate activities, such as independent 

accounting and financial management solutions for each business unit. Cost savings can still be 

achieved if the IT infrastructure for hosting these business applications is consolidated in advance 

of merging actual business processes.  

Using Virtual Partition Manager software, VSAN, and FC-SP, a single physical storage and 

storage networking infrastructure effectively supports multiple software applications from different 

business units. This approach allows IT organizations to be integrated, with the resulting cost 

savings, without risking leakage of data between organizations.   

Service Provider 

The business model for outsourced hosting of applications and data is now well accepted across 

a wide range of industries. With many clients benefiting from the same business functionality, a 

service provider can offer tremendous economies of scale, and pass these on to customers 

through lower prices.  

One of the most significant savings for a service provider is the ability to consolidate application 

hosting on a common IT infrastructure. Consolidation eliminates duplication, optimizes the use of 

available resources, and simplifies management and administration. 

Satisfying the business functionality needs of multiple customers from a single storage 

infrastructure requires stringent privacy and security controls to prevent unauthorized access or 

management of application data. The combination of Virtual Partition Manager software, VSAN, 

and FC-SP satisfies the requirement for privacy and security by isolating both the storage 

allocations and storage networking infrastructure of each client of the service provider.  

Consolidating Multiple User Communities 

Storage is one of the fastest growing resources in the IT environment. As processes become 

increasingly automated and advances in technology open up new business opportunities, the 

capacity, availability, performance, and protection needs of application data are pushing at the 

limits of conventional IT infrastructures. 
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The dramatic growth in data and the service level demands placed on the applications that 

access the data are exasperating the IT budget of most organizations. Although the dollar per 

gigabyte price of disk storage continues to drop, the cost of managing ballooning capacity is 

enormous. Consolidating the capacity needs of an organization’s multiple user communities on a 

single storage infrastructure offers a path to solving this problem. 

Infrastructure consolidation with tiered service levels leads to dramatic improvement in efficiency 

with huge benefits in the total cost of storage ownership. Using the virtual partitioning, data 

privacy, and security features of Virtual Partition Manager software, VSAN, and FC-SP on a 

single, cost-effective, fully optimized physical infrastructure, an organization can offer 

individualized access to storage to multiple communities of users.  

The Future of Shared Storage 

SAN security and data privacy are now major issues for organizations of all types and sizes. 

From Fortune 1000 companies to small- and mid-sized businesses, government agencies to 

medical practices and hospitals, data is increasingly viewed as a critical asset to be guarded with 

the utmost care. Data security is no longer an optional extra to be delegated to IT, but a sound 

business practice requiring oversight at the highest executive levels. 

Although the economic benefits from IT infrastructure consolidation are unassailable, the reality of 

shared access can seem at odds with the need to retain security and privacy of data. Hitachi Data 

Systems and Cisco Systems resolve this dilemma using cutting edge technology backed by 

internationally recognized and accepted standards. 

Hitachi Virtual Partition Manager software and Cisco VSAN technology provide the logical 

isolation necessary to guarantee data independence and eliminate the possibility of leakage 

between multiple groups of users. Adding secure FC-SP authentication to this configuration 

ensures the risk of malicious attacks on the storage network, and inadvertent operational mishaps 

are dramatically reduced. With Common Criteria certification anticipated for the Cisco MDS 9000 

family of switches and Hitachi storage systems, organizations can be assured that this integrated 

solution from Hitachi Data Systems and Cisco Systems delivers the most advanced SAN security 

in the industry today. 
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